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IT SHOULD COME as no surprise to security professionals that 
risks to organizational resources continue to grow in number and 
complexity. It is no longer sufficient to erect a strong firewall or 
simply to respond to attacks that have already occurred. A growing 
number of professionals now embrace threat intelligence as a proac-
tive, holistic approach to protecting their organizations from cyber 
bad guys. But even as cyber threat intelligence gains acceptance, so, 
too, does the need to turn it into a full-fledged technical discipline 
that leverages both technical and intelligence information.

BIGGER
THREAT INTELLIGENCE: 

THAN THE NETWORK
BY  S H E LLY B RIS B I N
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A number of definitions exist for threat intelligence. The 
Gartner Group has defined it this way: “Threat intelligence 
is evidence-based knowledge, including context, mecha-
nisms, indicators, implications and actionable advice about 
an existing or emerging menace or hazard to assets that can 
be used to inform decisions regarding the subject’s response 
to that menace or hazard.” 

Other definitions zero in on the work that is to be done, 
such as the overlapping roles of strategic, tactical and oper-
ational methodologies for staying “to the left” of threats to 
the organization’s security. 

All definitions agree that threat intelligence is far more 
than building a high defensive wall or simply gathering and 
analyzing data from attacks that have already occurred. 
True threat intelligence combines the situational analysis of 
intelligence professionals with the technical knowledge of 
networks and intrusion methods that are the stock-in-trade 
of IT and security specialists.

Randy Borum, Ph.D., professor and coordinator for 
Strategy and Intelligence Studies at the University of South 
Florida’s School of Information, asserts, “Intelligence is 
not data. Intelligence is not information…data are just 
data. They have no inherent meaning or value. Intelligence 
is that information that has been processed in a way to 
address a specific question or form a decision.” 

He offers his own definition of threat intelligence, going 
beyond the data-oriented information provided by activity 
on the network.

“We’re essentially talking about assessing the capabilities 
and tensions and activities of potential adversaries and 
competitors in the cyber domain,” he says. “It’s more of an 
external focus. It’s not the defensive part of finding your 
own vulnerabilities.” 

Terry Roberts, founder of Cyber Sync, Inc. (now known 
as WhiteHawk) and co-chair of the Intelligence and National 
Security Alliance (INSA) Cyber Council, makes an analogy 
to physical security and the methods individuals and law 
enforcement use to keep physical property safe. “[Organiza-
tions need to] stop approaching this as just technical activity 
in a technical architecture. It’s really crime, and it’s being 
perpetrated by criminals. To prevent crime, you have to 

study those bad actors—their capabilities, their approaches, 
their intentions, what they go after. And that’s what cyber 
threat intelligence is all about.”

GROWING AWARENESS
In a 2015 survey whose results are reported in “Who’s 
Using Cyberthreat Intelligence and How”, the SANS Insti-
tute found that 75 percent of its 325 respondents believe 
that threat intelligence is important, with 69 percent  
indicating current use of some threat intelligence tools. 

Majorities indicated use of intrusion monitoring 
platforms (54 percent), security information event man-
agement (55 percent) and intelligence from vendor-driven 
intelligence feeds (56 percent) or intelligence gathered from 
the security community. Some “64 percent of respondents 
reported having a dedicated team, person or service organi-
zation assigned to implement and monitor intelligence,” the 
report says.

Roberts believes awareness of the need for threat intel-
ligence has grown in the past few years because of collabo-
ration among security experts, as well as high-profile cyber 
breaches. 

“I started throwing conferences on this in 2010 that 
were unclassified, and that was my whole point—getting 

the word out in an open forum so industry could leverage 
it,” she says. “And I think there are a lot of folks from the 
government arena who have now gone out into industry 
with these ideas.”

BULKING UP
Simply acknowledging the importance of threat intelligence 
has its limits. 

People with the knowledge and training to deploy cyber 
threat intelligence must be in place and have the support of 
organizational leadership. According to Borum, intelligence 
is foreign territory for many security pros. Intelligence 
analysts, by contrast, are usually not equipped with the 
technical knowledge they need to interpret mountains of 
network data or understand the meaning of security events. 

“We’re essentially talking about assessing the  
capabilities and tensions and activities of potential  
adversaries and competitors in the cyber domain.  
It’s more of an external focus.”

—RANDY BORUM, professor and coordinator for Strategy and Intelligence Studies, University of South Florida’s School of Information
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https://www.sans.org/reading-room/whitepapers/analyst/who-039-s-cyberthreat-intelligence-how-35767
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The challenge of bringing threat intelligence into an 
organization is at least partly about connecting the two 
seemingly disparate disciplines. 

“Many of the technical people are very good at detecting 
when people are on their network when they shouldn’t be,” 

Borum says. “But at that point, people are already inside 
the wire. What cyber intelligence tries to do is apply the 
security methodologies to try to get more at the preventive 
angles of attack.” 

Intelligence-oriented specialists often approach the 
task of securing the enterprise in terms of defending those 
things that are valuable to the organization as a whole, 
whether or not they reside directly on the network. 

“From a strategic perspective, one of the cyber security 
professional’s jobs is to identify the assets of value in your 
particular organization. Not just monetary but business 
impact value. That’s not a technical function. That’s not 
figuring out the engineering…that’s sitting down with 
C-suite-level leaders to pinpoint the organization’s assets,” 
Borum says. 

From the perspective of an overlapping, three-layer secu-
rity model, intelligence practice typically functions at the 
strategic and tactical levels, while technical professionals 
are likely to spend more time addressing tactical and oper-
ational issues. Borum sees the overlaps as critical. “You’re 
not just treating the network as a parameter for this large 
mass of protected assets. You really are doing informed, 
thoughtful, prioritized security.”

(ISC)2 Vulnerability Central
https://vulnerability.isc2.org/

This exclusive, members-only resource 
researches and tracks vulnerabilities using 
proprietary, state-of-the-art algorithms 
to aggregate, categorize, and prioritize 
vulnerabilities affecting tens of thousands 
of products. 

Microsoft Interflow
http://technet.microsoft.com/en-us/security/
dn750892

Currently in private preview; is a threat 
information exchange platform. 

Open Threat Exchange 
(OTX)
https://www.alienvault.com/open-threat-
exchange

Security hardware vendor AlienVault offers 
members access to security research as 
well as collected threat data. 

Mitre
stix.mitre.org

Mitre, which operates federally funded 
research and development centers 
(FFRDCs) for the U.S. government’s 
Department of Homeland Security (DHS), 
currently hosts a number of publicly 
accessible collectives of information that 
attempt to establish language and taxon-
omy for threat intelligence, while others 
catalog attack types and methodologies. 
In June, a new non-profit entity, the OASIS 
(https://www.oasis-open.org) Cyber 
Threat Intelligence Technical Committee 
was chartered to continue development 
and support of these frameworks. The 
collectives include Structured Threat 
Information eXpression (STIX), a  
collaborative effort to define and develop  
a standardized language to represent 
structured cyber threat information. 

Trusted Automated 
eXchange of Indicator  
Information (TAXII)
https://taxiiproject.github.io

A set of services and message exchanges, 
and is the preferred mechanism of 
exchanging information represented  
using the Structured Threat Information 
eXpression (STIX) language. 

Cyber Observables (Cybox)
https://cyboxproject.github.io

Identifies itself as “a standardized schema 
for the specification, capture, character-
ization and communication of events or 
stateful properties that are observable  
in the operational domain.”

Common Attack Pattern  
Enumeration and 
Classification (CAPEC)
capec.mitre.org

A publicly available dictionary and classifi-
cation taxonomy of known attacks. 

TOOLS FOR THE TRADE
In the trenches, a number of entities and tools provide the means  
for exchanging information about cyber threats as they happen.

HOW

“To prevent crime, you 
have to study those bad 
actors—their capabilities, 
their approaches, their 
intentions, what they go 
after. And that’s what  
cyber threat intelligence 
is all about.”

—TERRY ROBERTS, founder of Cyber Sync, Inc. (now known  
as WhiteHawk) and co-chair of the Intelligence and  

National Security Alliance (INSA) Cyber Council

https://vulnerability.isc2.org/
http://technet.microsoft.com/en-us/security/dn750892
http://technet.microsoft.com/en-us/security/dn750892
http://technet.microsoft.com/en-us/security/dn750892
https://www.alienvault.com/open-threat-exchange
https://www.alienvault.com/open-threat-exchange
http://stix.mitre.org
https://www.oasis-open.org
https://taxiiproject.github.io
https://cyboxproject.github.io
capec.mitre.org


SEEKING THREAT PREVENTORS
Finding experts who know how to bridge the gap between 
technical and intelligence practice is a challenge today, 
say experts. This is particularly true for small- and medi-
um-sized businesses, whose general security infrastructure 
may be lacking. 

Roberts and others point to a need for cross-training 
existing staff, as well as recruitment of people with experi-
ence in government and military intelligence organizations. 
The SANS Institute threat intelligence survey addressed 
the challenge of finding professionals. “While 42 percent 
cite finding the right talent as a best practice, 35 percent 
of respondents stated they lack budget and staff to support 
their [cyber threat intelligence] programs.”

Unlike other security disciplines, threat intelligence does 
not yet have recognized certifications. Academic options 
include master’s programs offered by Borum’s University of 
South Florida School of Information. The SANS Institute 
offers courses, as do other security vendors and organizations. 

The INSA Cyber Intelligence Task Force would like to 
see threat intelligence become a full-fledged discipline, 
with options for career development, skills training, and 
academic study. 

The group’s September 2015 paper, “Cyber Intelligence: 
Preparing Today’s Talent for Tomorrow’s Threats”, recom-
mends the creation of frameworks for standardizing the 
education of threat intelligence professionals. The paper 
proposes the following blueprint to professionalize and 
formalize the discipline:

• A common body of knowledge that establishes a shared 
framework of terminology, domains of knowledge, and 
first principles of practice;

• A competency-based framework that would delin-
eate which areas a cyber intelligence analyst should 
be knowledgeable, encompassing technical, analytic, 
informatics, contextual domain and communication/
organizational competencies;

• A dual-track development model that would emphasize 
the training of technical and analytic competencies 
differently, depending on the analyst’s background and 
experience, the proficiency level required to meet his/
her responsibilities, and whether he/she is operating at 
a strategic, operational or tactical level;

• A training and education program that tracks the skill 
sets and proficiency levels required of the cyber intel-
ligence analyst at the entry level, the specialized or 
retrained expert level, and senior executive level; and

•  Prototypical career paths that provide a sequential list 
of positions or roles, qualifications, critical development 
experiences, skill sets candidates need to accrue or 

strengthen, and important success factors one could 
anticipate in their career progression as a cyber intelli-
gence analyst.

LEVERAGING SHARED KNOWLEDGE
Just as information-sharing and conversations among 
security leaders have led to greater awareness of the need to 
combine technical and intelligence-oriented efforts, many 
believe that collaboration among organizations, especially 
within industry verticals, is crucial to widening the impact 
of threat intelligence. 

Several entities, including vendors and professional orga-  
nizations, are working toward information-sharing method-
ologies and frameworks that allow security professionals to 
share and leverage intelligence information. They include 
INSA’s Cyber Intelligence Task Force and Carnegie Melon 
University’s Software Engineering Institute (SEI), which 
launched the Cyber Intelligence Research Consortium in 
2014. The SEI is a membership organization that conducts  
and shares research and provides an anonymized cyber threat 
baseline, consisting of threat information from members.

Roberts emphasizes the importance of getting involved 
with industry-specific information sharing and analysis 
centers (ISACs). These non-profit groups operate as clearing-
houses for cyber threat information related to specific indus-
tries, including aviation, defense industrial base, emergency 
services, financial services, oil and gas, and many others. 

She had particular praise for work the financial services 
ISAC is doing. Keeping in mind that cyber breaches do 
represent crime, Roberts encourages organizations to make 
informal contact with the InfraGard network, a partnership 
between business and the FBI. 

“If a major incident does occur at your company, you 
already have that relationship in place.” Industry trade 
organizations, too, should take more responsibility for  
educating their members about cyber threats, as the  
American Bar Association has done, Roberts says. 

STAYING PROACTIVE
Threat intelligence is both a proactive means of managing 
security risks before they become attacks and a burgeon-
ing discipline that security professionals are working to 
incorporate into their organizations. Its value extends far 
beyond the ability to repel attacks on the data network, 
providing an infrastructure that can analyze threats to all 
of the organization’s valuable assets and protect those assets 
from harm or loss. 

SHELLY BRISBIN is a technology writer living in Austin, TX.
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This article originally appeared in the Nov/Dec 2015 issue of Infosecurity Professional and is reprinted here with permission.

https://www.insaonline.org/cyber-intelligence-preparing-todays-talents-for-tomorrows-threats/
https://www.insaonline.org/cyber-intelligence-preparing-todays-talents-for-tomorrows-threats/
http://www.sei.cmu.edu/about/organization/etc/overview.cfm
https://www.fsisac.com
https://www.fsisac.com
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THE EVOLUTION OF CYBER THREATS 
is driving the need for a new cyber 
defense strategy. The primary threat is 
no longer the massive virus outbreak that 
leaves a wake of destruction in its path. 
Instead, it’s the surreptitious attack on 
individual corporate networks that goes 
undetected for weeks, sometimes months, 
and results in data loss. To counter these 
advanced persistent threats (APTs), 
experts advocate an intelligence-based 
cyber defense strategy. One such model  
is Lockheed Martin’s seven-step Cyber 
Kill Chain®. 

7 STEPS
TO ENHANCE YOUR 
CYBER DEFENSE

HOW LOCKHEED MARTIN’S  
CYBER KILL CHAIN® CAN  

DECIMATE THE ATTACKER 
BY CRYSTAL BEDELL

PHOTO ILLUSTRATION BY JOHN KUCZALA

http://cyber.lockheedmartin.com/solutions/cyber-kill-chain
http://cyber.lockheedmartin.com/solutions/cyber-kill-chain


7

THE BIRTH OF A CYBER DEFENSE
In 2006, under the guidance of Rohan Amin, Eric Hutchins and 
Michael Cloppert developed the Cyber Kill Chain. 

“We started seeing efforts to gain access to protected infra-
structure at Lockheed Martin by people on the internet using 
technologies that were different than what we as security profes-
sionals had come to know to be commonplace,” recounts Cloppert, 
chief analyst for the Lockheed Martin Computer Incident 
Response Team (LM-CIRT) based in Gaithersburg, Md. “As we 
started to dig in on these things, we felt we were marginally more 
successful than our industry peers at the time, and we wanted to 
capture what we were doing differently from everyone else so we 
could communicate it to them.” 

The Cyber Kill Chain refers to seven discrete phases of an 
attack: 

1. Reconnaissance 
2. Weaponization 
3. Delivery 
4. Exploitation 
5. Installation 
6. Command and control (C2) 
7. Actions on objectives 

In the paper “Intelligence-Driven Computer Network Defense 
Informed by Analysis of Adversary Campaigns and Intrusion Kill 
Chains,” Hutchins, Cloppert and Amin describe the kill chain in 
detail and provide a Course of Action Matrix with recommended 
defensive measures for each phase. 

“At each phase of an attack, the Cyber Kill Chain acts as 
a guide to instruct network defenders on what they may not 
know about an adversary,” Cloppert explains. “If I didn’t have 
any countermeasures across the kill chain and an adversary was 
successful, that means potentially there’s evidence in each phase 
of the intrusion. A robust forensic analysis of intrusion should be 
able to find all of this data or find some evidence in most phases, 
and once I find it, I can find a way to utilize it for detection and 
mitigation in the future. 

An attacker has to complete all seven phases to successfully 
execute an attack. He adds, however, “because the model has a 
degree of determinism, if you are able to implement a mitigation 
at any phase, that cuts off the chain and essentially causes the 
adversary to have to start over.” 

The goal isn’t simply to deploy a countermeasure at each phase 
of an attack and hope for the best, Cloppert advises, but to have 
visibility into the entire kill chain. “If an adversary makes it to 
phase five of the kill chain, that means the adversary was success-
ful in the previous phases, and you can gather intelligence that 
enables you to implement a countermeasure to stop a future attack 
sooner.”

TAKING CONTROL OF THE ATTACK
Enterprise IT organizations can gain an advantage over adversar-
ies, according to Cloppert. 

“It is the objective, I think, for network defenders to be able 
to classify as much intelligence from an intrusion as possible so 
that the adversary has to change each and every thing that the 
defender has the ability to detect, respond or mitigate against,” 
adding that each phase of the Cyber Kill Chain presents a different 
opportunity to gather intelligence about an attack and deploy the 
appropriate countermeasures to stop it. 

“The beauty of it is…the adversary isn’t always able to see 
where in the kill chain an attack fails,” he asserts. “To try again 
and be successful, the adversary must either change everything 
they leveraged in the attack up to that point, or pick and choose 
elements to change.” And each of those changes incurs some cost, 
be it the monetary cost to purchase a new zero-day attack, the 
operational overhead to manage the infrastructure, or the produc-
tivity cost to carry out a new workflow, for example.

SUCCESS ON THE FRONT LINE OF AN ATTACK
Robert Lee, CEO of Dragos Security, based in San Antonio, Texas, 
says he uses the Cyber Kill Chain to help his clients plan security 
investments. “The single biggest use is to identify patterns of 
intrusions—take individual attempts to break into the network, 
and identify that there is a campaign of efforts—and take pro-
active measures based on what we pull out of those intrusion 
analysis pieces.”

“In principle, everyone should have visibility into  
each section of the network, and when appropriate, have mecha-
nisms to block adversaries at those different levels,” he adds. 

Regarding Lockheed Martin, Cloppert says, “That’s how we use 
it here. That’s how we can classify all of our capabilities we have, 
identify gaps, and when we identify gaps that seem to be repeated 
over multiple intrusion attempts at a tactical level or across differ-
ent capabilities at an operational level, those are the areas we want 
to invest money in either to procure a new solution or develop one 
ourselves.”

CHALLENGES WITH THE CYBER KILL CHAIN®
Of course, any security strategy presents challenges, and 
Lockheed Martin’s Cyber Kill Chain is no different. The biggest 
challenge, however, appears to be the age-old misconception that 
technology is the be-all, end-all. “That will never be the case,” 
Dragos Security’s Lee says. “It’s naïve to think adversaries will be 
stopped by a box on the network.” 

The other problem Lee encounters is that organizations fail to 
make strategic investments. “Generally, people buy 
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products or technologies to invest in one or two areas but 
not the whole kill chain. When you apply all the different 
security investments, that gets you defense-in-depth, but 
the problem is the technologies are only meant to rule out 
the noise. Without adding time and visibility, technology 
doesn’t stop an attack.” 

Lockheed Martin’s Cloppert concurs, adding, “A capabil-
ity can be turned into a control with the right intelligence 
applied to it. A firewall is a way you can enforce principle  
of least privilege on the network, but if you don’t know 
what to enforce that on, then it won’t do a whole lot of 
good. So that’s the big caveat. You can have all these tech-
nologies, but if you don’t have the intelligence to codify 
in the technology, it won’t classify as a control at least for 
these adversaries.”

It all comes down to the human element. “A lot of it is 
person power—actual eyes on the problem,” advises Lysa 
Myers, a security researcher at San Diego’s ESET.

And therein lies another challenge. Most organizations 
are comfortable buying a product because it has a fixed cost, 
Lee says. “Training and people are more difficult to justify.” 
But that doesn’t negate the need for people. “Solutions are 
meant to put the network in the defensible situation, but  
you have to have the people to defend it,” he adds.

Despite the need for additional manpower, Myers says 
this approach still offers a cost benefit. “The amount you 
spend on a cyber defense strategy is significantly less than 
if you let an attack become a problem. People are under the 
illusion that it won’t happen to them, but we’re seeing every 
company—large and small, in every vertical—become a tar-
get. There’s no discriminating. Criminals see opportunities, 
and they go for them.” 

COUNTERING KILL CHAIN CRITICISM 
This emphasis on intelligence is one of the criticisms of the 
Cyber Kill Chain. “What you don’t want is every company 
on earth trying to figure this out for themselves. They 
don’t have the experience or the time,” warns Tony Sager, 
senior vice president and chief evangelist at the Center for 
Internet Security in Arlington, Va. 

“There are not millions of unique attacks happening out 
there; there are millions of repeats of a very small number 
of ‘patterns.’ The general idea of the original Lockheed 

SEVEN STEPS TO  
CONTROLLING A THREAT
Lockheed Martin’s Cyber Kill Chain frame-
work identifies the seven phases of an  
advanced persistent threat. To be successful, 
an adversary must complete all seven phases. 
However, a network defender can successfully 
stop a threat at any phase. 

Step 1 Reconnaissance 

The attacker collects information about potential  
targets to determine which one is most likely to result 
in a successful attack. This information is then used 
when carrying out the attack. 

Step 2 Weaponization 

The attacker prepares and stages the operation. 
Malware is generated (usually via an automated tool) 
then coupled with an exploit to create a deliverable 
payload. 

Step 3 Delivery

The attacker launches the operation, either by  
controlled delivery directly against web servers or by 
released delivery, such as email, social media or USB. 

Step 4 Exploitation 

The attacker exploits a zero-day vulnerability to gain 
unauthorized access to the victim. The exploit can be 
triggered by the victim, for example, by opening an 
attachment in a malicious email, or by the attacker  
for server-based vulnerabilities. 

Step 5 Installation

The attacker installs a persistent backdoor or implant 
in the victim’s environment to enable him/her to  
continue to have access for a period of time. 

Step 6 Command and Control

The malware opens a two-way communications 
channel, usually over web, DNS or email protocols, 
to a command and control (C2) infrastructure. This 
enables the attacker to remotely control the victim’s 
environment. 

Step 7 Actions on Objectives

At this point, the attacker can complete his/her 
mission, whether it’s exfiltrating or modifying data, 
destroying systems, or moving laterally through  
the environment.

“A lot of it is person 
power—actual eyes  
on the problem.”

—LYSA MYERS, security researcher, ESET
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COURSE OF ACTION MATRIX

Source: U.S. Department of Defense 
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paper was to use ‘intelligence’ information about attacks  
to identify the key patterns, so that one could better under-
stand and anticipate or stop attackers at various and mul-
tiple stages during the pattern,” Sager says. “I believe that 
the vast majority of what people need to know to defend 
themselves is already in the public. The absence of threat 
intelligence is not the problem. It’s the ability to translate 
that intelligence into action.” 

Lockheed Martin’s Cloppert cautions that the intelli-
gence available is not all of equal value. Information like an 
adversary’s capabilities, intent and geographic location are 
what he refers to as “operational level intelligence,” and it 
tends to be ubiquitous, regardless of the size and nature of 
the target. 

“There are elements that if you share them, everyone 
can benefit, but as you get more and more detailed, the like-
lihood of indicators being useful to defenders goes down,” 

he says. This is simply due to the fact that every business 
configures its IT infrastructure differently. 

Ultimately, Cloppert advises, the Cyber Kill Chain “is 
one of many different models that all have an interplay with 
one another and enable people who are defending networks 
to think at tactical and operational levels as to how to pre-
vent adversaries from being successful. To the extent that 
this model is useful, I think people should use it, but you 
have to apply some level of thought to this and for whatever 
reason, if it’s not useful, then OK. We’re not talking about 
the universal laws of physics that are indisputable. The 
Cyber Kill Chain is simply a way of looking at an intrusion 
from the perspective of an adversary.”

CRYSTAL BEDELL is a writer based in Spokane, Wash., who is 
a regular contributor to InfoSecurity Professional.
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Get the ULTIMATE GUIDE today.
edu.isc2.org/ultimate-guides

Validate your expertise and show your boss you 
have what it takes to protect your organization 
with a globally recognized (ISC)2 certification. 

Choose which certification is right for you and 
download The Ultimate Guide for tips, tools,  
and more.

These guides include:

Fast facts of the certification

An overview of the exam

Benefits of the certification

Setting yourself up for success

Steps to getting certified

Leadership & Operations

IT Administration

Cloud Security

to the Ultimate Cybersecurity

The 

ULTIMATE GUIDESULTIMATE GUIDES

CERTIFICATIONSCERTIFICATIONS

https://edu.isc2.org/ultimate-guides?utm_campaign=crosscertug&utm_source=isc2&utm_medium=ebookad
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48
“Suspicious activity on the network!” This alert from 
one of your IT staffers will set in motion a series of 
activities that can impact your organization’s future. 
What you do next is critical…and the clock is ticking. 

“The first 48 hours are the most crucial,” says 
Edward McCabe, principal consultant at Rendition 
InfoSec LLC, which specializes in penetration test-
ing and incident response. That’s when you have to 
contain a potential breach, control the message that 
goes out (or not) to the public, keep on the right side 
of the law and ultimately minimize disruption to your 
business and customers. 

That’s also when “you have the advantage over 
attackers if you do incident response properly,” adds 
McCabe’s colleague Jacob Williams, principal con-
sultant at Rendition and the SANS Institute’s lead on 
digital forensics and incident response. “The attackers 
assume you don’t know they’re there.”

To maximize those 48 hours, there are key steps to 
take. We’ve assembled advice from experts in incident 
response, compliance, legal and law enforcement. 
The one thing they all agree on is the importance of 
advanced planning. 

H O U R S
INCIDENTS  

HAPPEN.  
HERE’S ADVICE  

ON HOW TO  
HANDLE THEM.

BY COLLEEN FRYE
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ACTION ITEM 1

ASSESS THE INCIDENT  
BEFORE YOU ACT
Detection, identification, containment, eradication and 
closure are the industry standard steps an incident response 
(IR) team should follow, says Keith Fricke, CISO at Mercy 
Health based in Cincinnati, Ohio. The nature of an inci-
dent—from a virus outbreak to a stolen laptop to a network 
intruder—and the type of data potentially at risk determine 
the specific course of action, he says. 

Having an IR plan in place is key, urges Phil Burdette, 
senior security researcher at Dell SecureWorks. First and 
most important, you should know what the business is 
trying to protect, he says. Then identify and assess the 
people, processes and technology involved, the key stake-
holders, what technology can be leveraged, who will make 
decisions, the communication intervals and when senior 
management will get reports. “It’s like organized chaos.”

Burdette warns that it’s important to keep in mind that 
the incident may not be an isolated event but rather part 
of a larger intrusion. “That event may be the tip of the 
iceberg.” 

And locking down the network may not always be the 
appropriate response. Capturing memory is critical, he 
cautions. “Shutting a system down could potentially destroy 
evidence. We have to work closely with legal and follow 
best practices to ensure our case could stand up in court.”

Not every incident is determined to be a breach, so “you 
don’t want to raise unnecessary red flags until you get all 
the facts,” Fricke warns. “[IR’s] job is to present the data and 

information,” says Burdette. Fricke adds that the IR team 
needs to notify internal leadership that an investigation is 
going on and keep them posted as they collect the facts. If 
they confirm a breach has occurred, “the IR team takes on 
a different shape.”

At that point, IR brings in legal, compliance, risk man-
agement and public relations teams, “and you may contract 
with a third party to do forensics. Over that subsequent 48 
hours, the legal department works with the PR people to 
ensure the right communication is going out to the right 
people at the right time.”

Fricke suggests you may want to gear up a call center to 
answer questions from the public. “And there are companies 
that specialize in helping companies set up a program for 
credit monitoring.”

ACTION ITEM 2

KNOW THE LAW
It’s important to distinguish “incident” from “breach,” 
cautions Benjamin Wright, attorney and SANS Institute 
instructor. “Rarely when you discover something do you 
have enough evidence to conclude you have a legal breach. 
The thing you have, before evidence of a legal conclusion of 
a breach, is called an ‘incident.’ That’s where things start.”

According to Wright, first, you need to do something to 
stop the damage. Then, investigate what happened, he says, 
adding that confidentiality is paramount. “That investiga-
tion is very sensitive from a legal perspective. Legal counsel 
can lead the investigation from a legal perspective. Counsel 

…DETECTION, IDENTIFICATION, CONTAINMENT, ERADICATION AND CLOSURE… ❱❱
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can designate the investigation an ‘attorney work product,’ 
which is like attorney-client privilege.”

This confidentiality is crucial, he says, because when 
legal counsel and management review the evidence, they 
may conclude that there was an incident, “but we don’t 
have evidence that rises to the point of a breach. Therefore, 
we’re not going to give notice to the public.”

The “attorney work product” designation will also keep 
your investigation from falling into the hands of legal adver-
saries who could second-guess or sue you, Wright adds. 
These “adversaries” could include government agencies, 
states’ attorneys general, Visa, your bank, or other banks 
that might sue you for credit card breach. “So ‘attorney 
work product’ can be a very valuable and strong tool for 
protecting the confidentiality of your investigation.”

Also important is knowing the data breach law for your 
industry and jurisdiction, declares William C. Snyder, 
former federal prosecutor and visiting assistant professor of 
law at the College of Law at Syracuse University. At the fed-
eral level, the SEC, FTC and FCC have data-breach rules in 
place, but the U.S. Congress has not passed a law yet with 
regard to personally identifiable information (PII), he says. 
Most states have passed their own data breach laws, but 
“you’ve got to know which statute you fall under because 
there is no uniformity.”

Snyder also warns against breaking the law in the course 
of your incident investigation. “Hack back is illegal,” he 
warns. If you go after the intruder and enter their network, 
it’s considered a federal felony. You’re not authorized to 
access someone else’s computer just because you’re trying  
to figure out who they are.”

Organizations also need to be careful of the Wiretap 
Act, he says, which covers real-time communication. 
That can include voice messages, code coming into your 
machine, etc. “The fact that you own the computer doesn’t 
mean you’re entitled to the communication.” If you don’t 
have knowledgeable people in this area, Snyder advises 
hiring a third party since the Wiretap Act says that you, as a 
company, can’t intercept communication that isn’t intended 
for you.

ACTION ITEM 3 

DEPLOY YOUR PREPARED  
ACTION PLAN
“Preparation is key to minimizing the impact of a breach,” 
says Troy Leach, CTO of the PCI Security Standards Coun-
cil (SSC) in Wakefield, Mass. “Similar to the way a fire drill 
offers the opportunity to test your action plan in an emer-
gency, PCI DSS requires that organizations have a plan in 
place, along with prescriptive steps to execute against that 
plan.” He encourages organizations to regularly evaluate 
their plan to make sure that key elements—people, process 
and technology—have not changed. “It is imperative to 
update your response plan any time there is a significant 
change to your organization.” 

You also need to verify that the controls you put in place 
are working as you expect them to. “Practices, such as vul-
nerability scans and penetration tests, help you see where 
the vulnerabilities are that could allow criminals to steal 
sensitive information.” 

…DISTINGUISH “INCIDENT” FROM “BREACH”… ❱❱
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The PCI Council recently released guidance to help 
organizations maintain a pen-testing methodology. 

If you confirm a breach has occurred and your organiza-
tion handles credit card data, Leach advises, “the first thing 
you should do is reach out to the payment brands and the 
Secret Service. Payment brands have…step-by-step proce-
dures in the case of a breach.” 

“Security professionals  
and law enforcement will 
want to pinpoint where  
the intrusion occurred  
in order to contain and  
eliminate the threat and  
to prevent putting further 
data at risk.”

—TROY LEACH, CTO, PCI Security Standards Council

Organizations with compliance mandates such as PCI 
DSS or HIPAA should also “be sensitive not to destroy 
the environment in which the breach occurred,” he says. 
“Security professionals and law enforcement will want to 
pinpoint where the intrusion occurred in order to contain 

and eliminate the threat and to prevent putting further data 
at risk.” 

ACTION ITEM 4

CONTACT LAW ENFORCEMENT
Before you ever need to call law enforcement, learn who the 
appropriate agency is for both your industry and geographic 
area, former prosecutor Snyder advises. “You can’t just dial 
911.” In some cases, you will call the FBI, but your local or 
state police may have expertise. Other industries fall under 
Secret Service or Homeland Security, he adds. 

Once you know the appropriate local authorities, 
identify one or two key people in your organization who 
will be the primary contacts, offers Joseph R. Bonavolonta, 
assistant special agent in charge with the Boston Division 
of the FBI, overseeing the Cyber, Counterintelligence and 
Security Branch. 

The decision to bring in law enforcement is up to the 
individual organization, but he says three primary scenarios 
might well require FBI involvement: 

• When proprietary information or data is on a 
hosted server and the organization doesn’t have  
the means to take it back 

• When an imminent and ongoing threat such as 
DDOS is so onerous that it’s impeding the opera-
tions of the company

• When your IT department has identified an insider 
threat 

…“PREPARATION IS KEY TO MINIMIZING THE IMPACT OF A BREACH”… ❱❱
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Once the FBI gets involved, Bonavolonta explains, they 
will put together a team that includes a cyber-trained case 
agent, a computer scientist, a forensic examiner and, most 
likely, an intelligence analyst. From your IT department, 
the FBI will expect to receive specific dates and times  
of the incident, IP origination, log files, domains, etc.,  
and the specific intellectual property that was compro-
mised. 

Business continuity is a priority for the FBI, Bonavolonta 
emphasizes. “We understand the ramifications if a compa-
ny’s business operations have to be shut down, and there are 
things we can do to mitigate that.” For example, “If there’s 
an intrusion or breach, we recommend the company isolate 
the infected network and capture or make some image of 
that network, either separately or offline. The victim com-
pany can do that themselves, but we’d like to be called in to 
do it for evidentiary purposes.” Also, he recommends being 
very cognizant of interactions with third parties. “If you’re 
a victim of a malware attack, even if a system is isolated, 
the malware can enable a back door through third-party 
vendors.”

FINAL ACTION ITEM

REASSESS AND TAKE THE LONG VIEW
Understanding the incident response, compliance, legal and 
law enforcement aspects of responding to a breach before 
it happens is something all the experts stress. “Being pre-
pared for a breach is really important,” says Fricke. “Having 
some documented procedures in place helps you make better 
decisions under duress. Not being prepared may cause you 
to make mistakes when an event happens.”

And while the first 48 hours are important, detection, 
identification, containment, eradication and closure can 
be a lengthy process. “Oftentimes, it’s a marathon, not a 
sprint,” says Burdette. “It’s easy to get burned out in the 
first 24 to 48 hours. Incident response may go on for weeks 
at a time. Recognize that you [may] need to be prepared for 
a longer-term engagement.”

COLLEEN FRYE is a freelance writer based in Massachusetts and 
previous contributor to InfoSecurity Professional.

EXPERT ADVICE by Colleen Frye

Beware of the Traps and Pitfalls in Incident Response

THE CLOCK  
MAY BE TICKING  

ON YOUR INCIDENT  
RESPONSE, BUT OUR 

EXPERTS CAUTION  
YOU ABOUT  

SOME COMMON  
MISTAKES.

Avoid a DIY response. “If you’ve never 
exercised an incident response plan  
before, you don’t want to try it out 
[during an incident],” says Rendition’s 
Jacob Williams.

Fix the problems you’ve identified. 
“The purpose of compliance is to create 
a secure environment,” says Troy Leach 
of the PCI Security Standards Council. “Se-
curity professionals need to evaluate not only 
where the intrusion occurred but why the security 
controls failed. If your environment is not secure, you 
must identify the problem and fix it so the criminal can’t 
repeat the attack.”

Don’t let intruders know what you know. “Often, [or-
ganizations] will immediately stand up a war room and 
send out communication to appropriate parties, but that 
communication occurs on the corporate infrastructure,” 
says Phil Burdette of Dell SecureWorks. “We don’t always 
know what level of access the threat actors have. For all 

you know, they may be conducting coun-
terintelligence. Having an out-of-band 
communication plan is integral. We 
don’t want adversaries to know what 
we know.”

Notify management in a timely 
manner. “It’s a common mindset for 

tech-minded IT staff to drill into prob-
lems deeply before they raise the flag on 

something,” says Keith Fricke of Mercy Health. 
“There needs to be some balance between how 

much time they’re taking to collect the right information 
and when they notify management.”

Be aware of the sensitivities. “The legal conclusion that 
a breach has occurred is a highly subjective idea,” says 
Benjamin Wright. “Reasonable people can look at the 
same evidence and reach different conclusions. That’s 
why an investigation is so sensitive. A good investigation 
requires lots of work and analysis.”
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